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VPN - ACCESS PROCEDURE AND TROUBLESHOOTING

VPN, or Virtual Private Network, is a technology that allows users to access campus resources from outside the
campus without compromising data security. Campus users wishing to use VPN must apply for access by
contacting Service Desk to create a ticket. The user will then complete an application for VPN access that needs to
be approved by IT Security. Once the application is approved, Networking will provide permission for the user to
access and instructions to use the AnyConnect client. Afterwards, a member of Client Services (or the associated
divisional support) will visit the user to configure the device they need to access on campus for remote
connection. The following steps outline how to install the AnyConnect client, configure the campus machine, and
common methods used to connect to campus devices over VPN.

1. Log-in and install the AnyConnect client
a. On a web browser, open the following site: https://vpn.ccny.cuny.edu
b. You will be prompted to enter your credentials to proceed. Make sure to change the “GROUP” field to
[CCNY-USER-VPN] as seen in the image below then enter your CCNY email username and password
and click on Login.

l"')_; 1 '}“,i 4
15 Login 1% Login

Please enter your username and password. Please enter your username and password.

» GROUP: CONY-USERVPN [

DR ChAL USERMAME: |username
| PASSWORD: |....................... |

GROUP:  [CCNY-ADMINVPN
USERNAME: fos s sl LS

PASSWORO

Legin

c. Read the End User agreement for our VPN network and then click on “Continue”.

""" WARNING FLEASE READ === THIS IS A
RESTRICTED AND PRCTECTED SYTEM
Unauthcrized access to this system is strictly
prohibited. If you do not have proper
autharization, disconnedc immediately. Use of this
computer system, authorized or unauthorized,
constitutes consent to monitoring of your adhivities
on this system. Unauthorized use may subject you
to oriminal prosecution. Evidence of
unauthorized use collected during meonitoring
may be used for administrative, criminal or other
adverse action.

Cancel Continue

2. Once you log in you will see this screen. Click on “Start AnyConnect” to begin the AnyConnect Java
installation. You should get a pop-up notification asking to allow or grant permission for the website to use
Java, Please click on “allow” or “yes” to continue with the installation. Depending on your security
settings, you may have to enter the username and password of your computer’s administrator account.
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hitps://pn.ccn..Ex/poralhtml % | +

Security Warning
Allow access to the following application from

Ln\-| this web site?

Web Site:  https:/fvpn.ccny.cuny.edu

Click Here

Application: AnyConnect Secure Mobility Client
Publisher:  Cisco Systems, Inc.

This web site is requesting access and control of the Java application shown
above. Allow access only if you trust the web site and know that the application is
intended to run on this site

Do not show this again for this app and web site.

1) o intormation ‘ Do Not Allow

3. Inthe case that automatic installation fails, you will be given the chance to install the AnyConnect
application manually. For Mac click on the link provided and for PC click on the download button to
proceed with manual installation.

MAC

alaln . 4 - g
cisco  AnyConnect Secure Mobility Client '::Ills'::l:;' AnyConnect Secure Mobility Client
’§ WebLaunch Manual f} WebLaunch Atternpting to use Jawa for Installation
Web-based installation was unsuccessful. If you wish to - -
Blatiors: Install the Cisco Mmmw Secure Mobility Client, you Platform Java WM chedk failed. Please wait...
/| * Detection may download an installer package. " Detection

Install using the link below:

- Java Detection Mac OS X 10.6+ (intel - Java Detection

ively, retry the
- Download

Dowrniload Help Download

4. A pop-up will appear to download the installer. Click to allow this download, we recommend that you
download this file to your desktop.

Opening anyconnect-win-3.1.05178-web-deploy-kd.exe *,

You have chosen to open:

[55] anyconnect-win-3.1.05178-web-deploy-k9.exe

which is: Binary File (2.9 MB)
from: https://vpn.ccny.cuny.edu

Would you like to save this file?
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5. Double click on the downloaded file and follow the on-screen prompts to install the software. You may
need to enter the administrator’s username and password during this installation.

[ ] ' Install AnyConnect Secure Mobility Client a 1) Cisco AnyConnect Secure Mobility Client Setup X
Welcome to the AnyConnect Secure Mobility Client Installer —
Introduction You will be guided through the steps necessary to install this f I &1 Welcome to Cisco
. software. . 2 | AnyConnect Secure
cense " o il H
ones Cat” | Mobility Client Setup
Destination Select : B Wizard
Installation Type 4 E?;—"/
Installation The Setup Wizard will install Cisco AnyConnect Secure
- " 11 T Mobility Client on your computer, Click Next to
Summary ) Ve continue or Cancel to exit the Setup Wizard.
A
\
-el:‘
0 o
V.
afan]n
Continue =i e

6. Once installation is complete AnyConnect should automatically open and prompt you for the address to
the VPN. If it doesn’t, you can find it in the applications folder (for Mac) or under the programs heading
on the start menu (for PC). Additionally, there should be an icon in the status menu (Mac, upper right
corner of the screen) or the system tray (PC, lower right corner of screen).When AnyConnect starts up
you will be prompted to enter the address for the VPN which is “vpn.ccny.cuny.edu” and click “Connect”.

{_W Cisco AnyCennect Secure Mobility Client — »

VPN:
Ready to connect.

| wpn.cony.cuny .edu| w | | Connect

7. You will be prompted to enter your username and password. Please enter the information and make sure
to change the Group setting as seen in the image below to “CCNY-USER-VPN”:
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Cisco AnyConnect | vpn.ceny.cuny.edu

@] Please enter
your username and password.
=
Group: CCNY-USER-VPN d
Username:  USername

Password: | password

Cancel | LS

8. Successful login will show the following message after accepting the EULA and you are now successfully
connected to VPN.

'\'_3' Cisco AnyConnect Secure Mobility Client — b4

é Connected to vpn.cany.cuny. edu,
Disconnect

WPN.Cony.cuny.edu

00:01:16

2. Configure campus computer for remote connection
A member of the Client Services group (or the associated divisional support) will be dispatched to configure
the devices that will be accessed thru the VPN connection. Based on the device different steps need to be
taken. The most common reason users need to connect to our campus network is to remotely connect to a
workstation machine. Most workstations are either a Mac or Pc. Steps to configure other devices will not be
covered in this guide.
a) PC-For windows 7 machines:
i.  From the desktop, click on the start button and right click on “Computer”. Choose “Properties” to
open the “System” window. From the left column, click on “Remote Settings” to bring up the
“Remote Settings” window.
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Ouv\;ﬂ » Control Panel » All Control Panel frems » System [ #3 || Search Controt Panet P
File Edit View Tools Help
@)
Control Panel Home . .. . N
View basic information about your computer
_Device Manager indows edition
57 Enterprise
ystem protection Copyright & 2009 Microsoft Corporation. All rights reserved.
B Advanced system settings Service Pack1
System
Rating: ﬂ Windows Experience Index
Processor: Intel(R) Core(TM) i5-4570 CPU @ 320GHz 3.20 GHz
Installed memory (RAM): 800 GB
System type: 64-bit Operating System
Pen and Touch: Ne Pen or Touch Input is available for this Display
Computer name, domain, and workgreup settings
Computer name: OIT-0045780-P B Change settings

Full computer name:
Computer description:
Domain:

Windows activation
See als
e Windows is activated
Action Center
Windows Update

Performance Information and
Tools

OIT-0045780-P.itcs.ccny.lan

ites.ceny.lan

Product ID: 00392-918-3000002-85816  Change product key

Learn moere online...

. Atthe top of the window, click on the “Remote” tab to display that tab’s information. In the
“Remote Desktop” section, make sure to select the radio button for the third option “Allow

connections from computers running any version of Remote Desktop (less secure).

o
System Properties -— ==

ot | Pt | shancea | S

Remote Assistance
Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

|

Remote Deskiop
Click an option, and then specify who can connet, f needed.

Dont allow connections to this computer

6 Sanrecions Fom Computers ARG Ay version of
Hemets Desidon fless securs)

(@) Allew connections orly from computers running Remote
Desktop with Network Level Authentication (more secure)

Help me choose
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b) MAC — for OSX machines
i.  From the dock, click on the settings icon to open the Mac System Preferences pane. From the

System Preferences pane, click on the Sharing icon to open the sharing pane.

D DuaxEB@NE Amy

ii.  Inthe left column, make sure “Remote Login” is checked off (1). If the lock is currently closed
(2), you will need to unlock it with the administrator’s username and password.

L] < sz sharing

Computer Name: OIT-0043363-M
Computers on your Iocal network can access your computer at:
OIT-0043363-M.Iocal

On  Sservice ® Remote Login: On
DVD or CD Sharing To log in to this computer remotely, type “ssh Jermaine@192.168.14.42°
Screen Sharing

File Sharing

Printer Sharing 1
Remote Login I

Remote Management

Remote Apple Events

Internet Sharing n

Blustooth Sharing

Allow access for:

2

||_| Click the lock to make changes. | ?

iii.  On the right side of this pane make sure “Allow access for:” is set to “Only these users”. Click on
the “+” sign to add the user account the user will be using to access the machine, whether it is
local or a domain account. Afterwards, make sure to re-lock the settings and exit out of the
System Preferences pane.
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a
Computer Name:
A1 Users & Groups 8 Administrators

Y Helpdesk Edit...
Y Jermaine Norris
On  Service
DVD or CD Sha Ine@192.168.14.42".
Screen Sharing
File Sharing

Printer Sharing

Cancel
Remote Managt
Remote Apple Events
Internet Sharing 2 Administrators
Bluetooth Sharing

°0r||y these users:

.
Eﬁ Click the lock to prevent further changes.

iv.  If this mac is going to be connected via a Pc, then Screen Sharing needs to be set up. (1) Make
sure the lock in the bottom left corner of the sharing pane is unlocked. (2) Check the box next
to “Screen Sharing”. (3) For “allow access for:” make sure “Only these users:” is selected and
then click on the “+” sign to add the user account that will be used to connect to the Mac.

[ ] < Sharing Q Sharing
Q
Computer Name:  OIT-0043363-M Computer Name:
(Computers on your local network Can access your computer at: Edit &1 Users & Groups g Aoministiaiors Edit
0IT-0043363-M.Iocal -
Jermaine Norri
Oon  Service ® Screen Sharing: On On  Service
EMEoonBRShanes Other users can access your computer's screen at vnc://192.168.14.28/ or DVD or CD Sha ne://192.168.14.28/ o
Screen Sharing by looking for “OIT-0043363-M" in the Finder sidebar. Screen Sharing 2
TSy Computer Settings... File Sharing omputer Settings...
Printer Sharing Printer Sharing I |
Remote Login . Remote Login Cancel | (EEEEEN
Remote Management Allow accesa for: L) All users Remote ManagL ...
Remote Apple Events © Only these users: Remote Apple Events © Only these users:
Internet Sharing Administrators Internet Sharing [ Administrators |
Bluetooth Sharing Bluetooth Sharing
3 T =
o ”
lick the lock to prevent further changes. v Eﬁ Click the lock to prevent further changes. ?

v.  Next, you must set a VNC password to allow VNC connections. Click on “Computer Settings”
and enter a password in the following pop-up pane.

[ ] < ] Sharing Q

Sharing

Anyone may request permission to control screag
Computer Name: | OIT-0043363-M Compul va Y p
‘Computers on your local network can access your computer at: Edit. VNC viewers may control screen with password:
‘OIT-0043363-M.local -

Cancel

on  Sorvica ® Screen Sharing: On On  Service ©w screensmanngrun

DVD or CD Sharing Other users can acoess your Gomputer's Screen at vGi/192.168,14.28/ or DVD or GD Sharing Other users can access your computer's soraen at vc://192.168.14.267 or
Screen Sharing by Iaoking for “QIT-0043363-M" in the Finder Screen Sharing by looking for “OIT-0043363-M" in the Finder sidebar.

File Sharing File Sharing Computer Seftings...

Printer Sharing Printer Sharing
Remote Login B Remote Login

Famotn Maragerent Allow access for: () All users Remote Management Allow acoess for: | All users

© Only these users: Remote Apple Events © Only these users:

Remote Apple Events
Internet Sharing 2 Administrators Internet Sharing 2 Administrators

Blustooth Sharing Bluetooth Sharing 2 Jermaine Norris

A f
[l Click the lock to prevent further changes. 2 [l Cliok the lock o pravent further changes. J
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Click on the lock once more to re-lock the settings and exit the preferences pane. Client side configuration
is complete.

1. Connect to campus computer through VPN
The following steps outline common methods of connecting to devices on the CCNY campus. This is not an
exhaustive list of steps or methods and individual cases can require different solutions. Also please note
for users who are attempting to connect to devices that are behind a firewall or on a private network; you

must obtain a PUBLIC IP in order to access the device via VPN. If you are unclear about this, please consult
with OIT.

2. Connecting to VPN with AnyConnect
Right click the AnyConnect icon in the System Tray or Status Menu and choose the “connect” option. Just
like with installation set the group to “CCNY-USER-VPN”, and enter your username and password to
connect to VPN. Once the VPN connection has been established you can use whichever of the following
methods to connect to campus devices as appropriate.
a. RDP from a Pc to a Pc (windows): From your PC, press the windows key or click on the start button

and type “remote desktop connection” and the option will return from the search. Click on the icon
and the Remote Desktop Connection window will appear.

| Remote Desktop
"¢ Connection

Computer: [Example: computer fabrikam com
User name:  MNone specified

The computer name field is blank. Enter a full remote computer
name.

(> Show Options [ Connect ][ Help ]

b. Enter the IP address of the machine you wish to connect to and click on “connect”. You will be
prompted to enter credentials for the machine you are connecting to. Make sure that when entering
credentials, to add the domain to the username, i.e. username: itcs\jnorris.
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5 Femote e comecso T e

| Remote Desktop
»¢) Connection

General | Display | Local Resources | Programs | Experience | Advanced

Logon settings - ™
iy Erterthe mame of the remote computer. ‘uﬂ'
-
Computer: 1347421644 - Enter your credentials
These credentials will be used to connect to 134.74.216.44.
User name:

*You will be asked for credertials when you connect

[] Allow me to save credentials |@

‘Save the cunent connection ssttngsto an RDP il ar open =
| saved comnection

[Password |

[ save [ saess.. |[ open.. | Demain: adm

[] Remember my credentials

,

a) PCto Mac (via VNC): In order to connect remotely to a Mac computer, you will need to download a
VNC client. In the following example, VNC viewer was used. Simply open the client and enter the IP
address and follow the prompts to authenticate into the Mac. Make sure to remember the password
that was created when screen sharing was enabled.

VNC® Viewer VE

VMC Server:

Encryption: ’Let VNC Server choose

b) MAC to PC (via RDP): In order to connect remotely to a Pc with a Mac, you will need to install the
Microsoft Remote Desktop app from the Apple App Store.

eoe =
Q1 remote desktop - vi)

~

Featured  Top Charts  Categories  Purchased  Updates.

Search Results for “remote desktop - vnc” Sort By: | Relevance

Jump Deskiop (Remote Apple Remote Deskiop Microsoft Remote Desktop g Remote Desktop - VNG
Business Utiities Business 2 o Ui
[ECT | ) [ECECI, & “CY o
[ s20.99 ] [ $79.99 ~ ] [ ceT -] Y [ cer -]

Sereens VNG - Remote Easy Remote Desktop Quick Remote Desktop - JollysFastyNG Pro - Fas
Utilities Productivity Productivity Utilities

TRR 27 Ratings TR AR 2 Ratings WHR KKK 16 Ratings
[ s20.99 ] [ s059 -] [ s0.99 ] [ $39.99 ~ ]
JollysFastVNG Home - F. & RDP - Remote Desktop f 4 Light Screen Sharing - R ’j Fast Remote Desktop -
Utilities S cincss ] Productivity o Productivity
L. 0. ¢ 0 Ratings. ' *r & Ratings /

Meleport: VNC & RDP ? RDM+ Desktop Lite — Rematix VNG & RDP “ Desktop Gonnect

Business S Productivity & Business Productivity
o A 21 Ratings o 9 Ratings o * ok 27 Ratings

(5220 ] { o Mi =D

@% DB
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Open the app from the Launchpad, then click on “New” to create a new connection. Create a name for this
connection, enter the PC name (the IP address of the machine you are connecting to), and enter your
username and password. Make sure to enter your username in domain\username format (i.e.
“itcs\bsmith”).

Close the Edit Pane and make sure the connection you just created is highlighted. Click on Start to open a
remote session and follow the prompts to arrive at a Windows login screen.

eoce Microsoft Remote Desktop

0,/‘ g =

New | Stat | Edit Preferences Remote Aesources  Azure RemoteApp

v My Desktops

Jermaine's computer
User name: itcs\jnorris

¢) MAC to MAC (via SSH): To connect to another Mac from a Mac make sure Finder is the active
application, then click on go from the top left of the screen. Choose “Connect to server” or use the
shortcut keys “3EK” to bring up the connection window. In the Server Address field enter the IP
address of the Mac preceded by “vnc:\\"” and click on connect to open the remote Mac’s desktop in a
new window.

@ Finder File Edit View ISl Window Help
Back 8
Forward %]
Enclosing Folder ®t

& Al My Files 1 38F
[$ Documents ¢80
[ Desktop o%D
© Downloads 8L
@} Home a%H
21 Computer 0 8C
@ AirDrop %R

@ Network 48K
& iCloud Drive 0381

A Applications %A
3 Utilties 43U

Recent Folders. >

Connect to Server... #K
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